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Abstract: This paper presents a Java-based tool for image encryption and decryption using the Advanced Encryption
Standard (AES) in GCM mode. The application features an intuitive Swing-based GUI that supports image selection via

drag-and-drop or file browsing, with real-time progress

updates. Secure key derivation is achieved using PBKDF2 with

HmacSHA256, combined with a random 16-byte salt and a 12-byte initialization vector (IV). Experimental results indicate
an average encryption time of 318 ms and a decryption time of 137 ms, demonstrating both efficiency and robust security

while maintaining high image fidelity.
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L. INTRODUCTION

The increasing use of digital images necessitates secure
encryption methods to prevent unautho- rized access.
Traditional text encryption methods are inefficient for images
due to their larger size and structure. This paper presents an
encryption and decryption tool using AES in GCM mode,
combined with PBKDF?2 for secure key derivation.

IL. METHODOLOGY

The system is implemented as a Java-based desktop
application, featuring encryption and de- cryption modules.

» System Overview
Users select images using drag-and-drop or file
browsing. The encryption process involves:

e Converting the image into a byte array.

o Generating a 16-byte salt and a 12-byte IV.

e Deriving a key from the password using PBKDF2 with
HmacSHA256.

e Encrypting the byte array using AES in GCM mode.

e Saving the encrypted file along with the salt and IV.
Decryption reverses these steps to reconstruct the original
image.
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» Flowchart
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Fig 1 Flowchart of the encryption and decryption process.
III. RESULTS AND DISCUSSION

» Output and Performance
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Fig 2 Output Screenshot Displaying Encrypted and Decrypted Images.
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» Performance Metrics

Table 1 Performance Metrics

SN. Parameter Value
1 Encryption Time 318 ms
2 Decryption Time 137 ms
3 Image Fidelity Score >99%
4 Key Strength 128/192/256-bit

IV. CONCLUSION

This paper presents a secure and efficient image
encryption and decryption tool developed in Java using AES
in GCM mode. The tool provides a user-friendly GUI while
ensuring secure encryption via PBKDF2-derived keys and
dynamically generated salts and IVs. With an av- erage
encryption time of 318 ms and decryption time of 137 ms, the
system is both effective and efficient. Future enhancements
may include additional file format support, refined key
management, and cloud storage integration.
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