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Abstract: Modern agriculture faces growing challenges including unpredictable climate, resource scarcity, and increasing
security threats. To address these issues, this paper presents AgroSyncX, a unified system that integrates real-time
environmental sensing and farm surveillance using an loT-based architecture. AgroSyncX leverages ESP32
microcontrollers, soil moisture and temperature sensors, and an IP camera for continuous monitoring. Sensor data is
transmitted using MQTT and visualized through a web-based dashboard developed in Next.js. The system provides farmers
with actionable insights through real-time graphs, alerts, and live video feeds. This paper provides a performance evaluation
of AgroSyncX under varied conditions and demonstrates its effectiveness in improving decision-making, enhancing crop
care, and reducing security risks.
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l. INTRODUCTION

Agriculture remains one of the most vital sectors in
global economies, yet it faces increasing challenges due to
climate variability, resource inefficiency, and rising security
threats. Traditional farming methods often rely on manual
observation, delayed interventions, and isolated security
measures, which limit precision and scalability. With the
growing need for sustainable and secure food production,
modern agriculture is undergoing a digital transformation
through the integration of smart technologies.

AgroSyncX is a novel solution aimed at bridging the
gap between environmental monitoring and farm security by
leveraging an Internet of Things (loT)-based architecture.
The system uses an ESP32 microcontroller to collect real-
time data from soil moisture and DHT sensors, while an IP-
based camera provides 24/7 surveillance of the farm
environment. This combination allows for simultaneous
insight into both crop health and farm safety.

Sensor data is transmitted via the lightweight MQTT
protocol to a backend developed in Fast API, while a web
dashboard built in Next.js visualizes live environmental
graphs, historical data logs, and the integrated camera feed.
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This setup enables farmers to remotely monitor conditions,
respond to alerts, and make timely decisions related to
irrigation, temperature management, and security risks.

Despite the availability of several smart agriculture
solutions, most existing systems focus either on
environmental monitoring or on security surveillance in
isolation. AgroSyncX proposes a unified and cost-effective
alternative that addresses both domains through a modular
and scalable design. This paper discusses the design,
implementation, and real-world evaluation of AgroSyncX
and highlights its potential for small and medium-scale farms.

1. PROPERTIES OF SMART AGRICULTURE
SYSTEMS

Smart agriculture systems, such as AgroSyncX, are
built on a set of interconnected components that collectively
enable real-time monitoring and decision-making. These
systems combine environmental sensing, wireless
communication, embedded computing, and surveillance to
deliver scalable and efficient farm automation.
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A. Sensing Precision:

The system utilizes soil moisture and DHT11
temperature-humidity sensors. These sensors continuously
track microclimatic variations critical for crop management.
Accurate sensing improves irrigation planning and helps
prevent plant stress.

B. Data Communication:

Sensor data is transmitted using the MQTT protocol
over Wi-Fi, chosen for its lightweight and low-latency
characteristics. This ensures timely delivery of information to
the backend for processing and visualization.

C. Embedded Hardware:

At the core lies the ESP32 microcontroller, offering
integrated Wi-Fi, high ADC resolution, and compatibility
with a wide range of sensors. It provides reliable data
acquisition in varied farm conditions.

D. Surveillance Capability:

Unlike conventional systems, AgroSyncX includes a
live IP camera feed for continuous farm monitoring. The
camera enhances security by detecting intrusions,
trespassing, and theft in real time.

E. Visualization and Alerts:

Collected data is rendered through a web dashboard
using Next.js. Live graphs, sensor logs, and security feeds
provide actionable insights. Alerts are generated when
environmental thresholds are breached.

F. Modularity:

The architecture supports easy addition of future
components such as pH sensors, Al modules, or weather
prediction services. This makes AgroSyncX adaptable across
farm sizes and budgets.

By integrating these properties into one cohesive
platform, AgroSyncX addresses both the productivity and
security needs of modern agriculture.

1. SYSTEM ARCHITECTURE OF
AGROSYNCX

The AgroSyncX system is designed to provide
integrated environmental monitoring and surveillance using a
modular 10T framework. It receives sensor and video input
from the farm and delivers actionable outputs through a real-
time dashboard. The architecture consists of five core layers
as illustrated in bellow figure 1.
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Fig. 1. AgroSyncX Architecture Overview

% AgroSyncX Architecture Overview

A. Sensor Layer:

This layer includes capacitive soil moisture sensors and
a DHT11 temperature-humidity sensor, all connected to an
ESP32 microcontroller. These components monitor key
environmental conditions, enabling real-time crop care
decisions.

B. Communication Layer:

The ESP32 transmits sensor data using the lightweight
MQTT protocol over Wi-Fi. This ensures low-latency
communication while minimizing power and bandwidth
consumption.

C. Backend Layer:

The backend is implemented using FastAPI. It
processes incoming MQTT payloads and logs sensor readings
into a structured SQL database. Key endpoints include
[receive-data for ingestion and /get-latest for real-time
display.

D. Surveillance Layer:

A security camera integrated into the systemcaptures
continuous live footage. The IP-based video stream is
embedded into the dashboard, enabling visual monitoring and
alert-based farm surveillance.
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E. Dashboard Layer:

The frontend dashboard, built with Next.js, visualizes
sensor trends using live charts and displays the real-time
camera feed. Alerts are generated when values such as soil
moisture fall below critical thresholds.

The layered structure ensures that AgroSyncX remains
scalable and reliable. Additional modules such as pH sensors
or Al-based disease detection can be incorporated without
altering the core system. This architecture enables precise
monitoring, proactive response, and enhanced security for
small and medium-scale farms.

V. ARCHITECTURE MODULES AND SYSTEM
WORKFLOW

The AgroSyncX system architecture is modular and
divided into four primary functional layers: sensing,
communication, processing, and visualization. Each module
contributes to enabling real-time agricultural monitoring,
ensuring scalability and performance across different field
conditions. Fig. 2 illustrates the simplified functional flow
between hardware and software components.
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Fig. 2: Functional Workflow of AgroSyncX
System

A. Environmental Monitoring Module:

This module is built around the ESP32 microcontroller,
which collects data from two key sensors: a capacitive soil
moisture sensor and a DHT11 temperature-humidity sensor.
These components are chosen for their affordability, ease of
integration, and low power consumption. The ESP32 reads
analog and digital signals at one-minute intervals and
processes them into structured data.
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B. Communication Protocol Layer Data:

Collected from the sensors is transmitted using the
MQTT protocol, which is highly suitable for low-bandwidth
loT applications. The ESP32 connects to a local Wi-Fi
network and publishessensor readings to a FastAPI-based
server. MQTT was selected due to its minimal overhead and
real-time transmission capabilities, ensuring latency remains
under 2 seconds in most cases.

C. Backend Processing Layer:

Once received by the server, sensor data is parsed and
stored in a structured SQL database with timestamp entries.
The backend exposes secure endpoints such as /receive-data,
/get-latest, and /get-history. It also handles error checks, data
validation, and outlier detection. An optional logging service
records real-time activity for debugging or analytics.

D. Security Surveillance Module:

A critical feature of AgroSyncX is its integration of an
IP camera module. The camera continuously streams footage
to the frontend via a secured IPaddress and port. Unlike
standalone monitoring systems, the camera module in
AgroSyncX is integrated within the samedashboard interface,
providing a holistic farm view in one unified system.

E. Frontend Dashboard and Alerts:

The frontend is developed using the Next.js framework.
It features a responsive Ul that displays current sensor data,
live charts, historical logs, and the camera feed. Alert
mechanisms are built using conditional triggers—e.g., if soil
moisture drops below 20%, an alert message is shown. The
dashboard supports desktop and mobile views, ensuring
farmers can access the system from anywhere.

Each of these modules is tested independently and
integrated through REST APIs and MQTT pipelines. The
system is built with modularity in mind, meaning additional
features like pH sensors, rainfall meters, or LoRaWAN
support can be added without altering the core codebase.

V. PERFORMANCE EVALUATION AND
COMPARATIVE ANALYSIS

The AgroSyncX system was evaluated based on five
key metrics: sensing accuracy, transmission latency,
dashboard responsiveness, surveillance stability, and alert
trigger efficiency. Tests were conducted over a seven-day
controlled deployment, simulating real farm conditions using
both dry and wet soil samples, variable temperatures, and
network conditions. Performance was measured using
standard metrics—accuracy (%) and latency (seconds).
Table-l summarizes the observed results.
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Table-1: Performance Summary of AgroSyncX Modules

Module Test Condition Accuracy (%) Latency (sec)
Sensor Accuracy Dry/Wet Soil, Indoor Temp 97.2 —
Data Transmission Wi-Fi (MQOTT, 2.4GHz) 98.4 1.5
Dashboard Responsiveness Mobile/Desktop Browsers 96.5 2.1
Surveillance Reliability Stable IP Camera (3hr test) 95.0 —
Alert Trigger Efficiency Moisture Threshold = 20% 94.6 1.3

VI. CONCLUSION

This paper presented AgroSyncX, an integrated smart
agriculture system that combines real-time environmental
sensing and security surveillance using a modular loT
framework. The system architecture is built around cost-
effective components such as the ESP32 microcontroller, soil
and temperature sensors, and an IP-based camera, all
connected via MQTT and visualized through a responsive
web dashboard.

Performance evaluations demonstrated high accuracy in
environmental monitoring and stable communication with
minimal latency. The integrated surveillance module
provided real-time visual feedback, enhancing on-field
security—an aspect often overlooked in existing agricultural
monitoring platforms.

AgroSyncX addresses multiple pain points faced by
small and medium-scale farmers, including inefficient
manual monitoring, data inaccessibility, and farm asset
vulnerability. By merging environmental data with security
insights, the platform offers a unified interface that enables
informed decision-making and proactive intervention.

While the current system supports core monitoring and
alert functionalities, future enhancements may include the
integration of Al-based crop disease detection, LoRa-based
long-range communication, and automated irrigation
controls. These additions would further strengthen the
system's adaptability for large-scale deployment.

In conclusion, AgroSyncX demonstrates how a unified,
scalable, and affordable system can drive transformation in
precision agriculture, improving both productivity and
sustainability through smart technology.

The motivation behind this project is to address these
challenges by developing an integrated system that not only
monitors key environmental parameters such as soil moisture,
temperature, and humidity but also incorporates real-time
security surveillance into a single, unified platform. By doing
so, the system aims to provide farmers with comprehensive
situational awareness, enabling them to make timely and
informed decisions regarding crop care and farm security.

One of the most popular microcontrollers in smart
agriculture is the ESP32, known for its low cost, integrated
Wi-Fi and Bluetooth capabilities, and compatibility with
various sensors. It serves as a reliable backbone for real-time
data collection and wireless communication. The data
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captured by these sensors is often transmitted using
lightweight protocols like MQTT or HTTP to a centralized
server, where it is processed and visualized through user-
friendly dashboards.
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